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What is at risk
2017 World Economic Forum
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Source: The Global Risk Report 2017 – World Economic Forum
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What is at risk
Adversaries – motivations and incentives



Global Industry trends
Cyber attacks on user devices & persons are rising
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Source: Verizon 2016 Data Breach Investigations Report
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Global Industry trends
Breach discovery methods are changing

Source: Verizon 2016 Data Breach Investigations Report



Global Industry trends
Breaches are on the rise but industry spend has not kept track
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Cyber attacks are on the rise

The estimated annual cost of cyber-attacks to the global economy was more than $500 billion in 2015 with $230 billion in 
APAC

World Economic Forum recognise cyber breaches as one of the top threats to stability of global economy

Cost of data breaches and malware infections will cost the global economy $2.1 trillion by 2019

Cyber threats are Boards’ fastest-growing concern, but investments are not keeping track with breach 
costs

$75 billion spend on cyber security in 2015

Estimated spend on Cyber Security by 2020 will be $175 billion 

Cyber spend will more than double over the next five years with Cyber insurance expect to grow to $2.5 billion by 2020

$500 
billion

$175
billion

$2.1
trillion

$75
billion

Source: Forbes



CYBER SECURITY 
Overview
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Source: Forbes

Solid growth in cyber security job market

1 million unfilled cyber security jobs globally in 2015 which is a 75% increase in the last five years

Cyber security jobs in demand as investments increase

There will be shortage in cyber security skills as the market is expected to grow to 6 million jobs by 2019 with a shortage 
of 2 million jobs

Cyber job market in ANZ region is growing

The demand for cyber security skills in ANZ market will grow 21% over the next five years with expected shortage of 10,000 
people by 2019

1 million

6 million

21%



BDO / AusCERT Cyber Survey
Australian Respondents
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• Over 400 respondents 

• ~65% Australian respondents

• ~35% New Zealand respondents
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BDO / AusCERT Cyber Survey
Primary industry of all respondents

0% 2% 4% 6% 8% 10% 12% 14% 16% 18% 20%

Accommodation and food services

Administrative and support services

Agriculture, forestry and fishing

Arts and recreation services

Construction

Education and training

Electricity, gas, water and waste services

Financial and insurance services

Health care and social assistance

Information media and telecommunications

Manufacturing

Mining

Other

Professional, scientific and technical services

Public administration and safety

Rental, hiring and real estate services

Retail trade

Transport, postal and warehousing

Wholesale trade

State Government Federal Government Local/regional Government Not-for-profit

Private limited company Public listed company Sole trader / Partnership
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BDO / AusCERT Cyber Survey
Cyber security incidents experienced in 2016

0.00% 5.00% 10.00% 15.00% 20.00% 25.00%

Data breach and third party provider / supplier

Data loss / theft of confidential information

Denial of service attack

Brute force attack

Email addresses or website(s) blacklisted

Malware / trojan infections

Phishing / targeted malicious e-mails

Ransomware

Theft of laptops or mobile devices

Unauthorised access to information by external user

Unauthorised access to information by internal user

Unauthorised modification of information

Website defacement

• Ransomware

• Phishing

• Malware

• DDoS
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BDO / AusCERT Cyber Survey
Cyber security incidents experienced in 2016

Data breach and third party provider / supplier

Data loss / theft of confidential information

Denial of service attack

Brute force attack

Email addresses or website(s) blacklisted

Malware / trojan infections

Phishing targeted malicious emails

Ransomware

Theft of laptops or mobile devices

Unauthorised access to information by external user

Unauthorised access to information by internal user

Unauthorised modification of information

Website defacement

Sole Trader / Partnership Public Listed Company Private Listed Company Not-For-Profit

Local/Regional Government State Government Federal Government Do Not Know
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Data breach by third party provider / supplier

Data loss / theft of confidential information

Denial of service attack

Brute force attack

Email addresses or website(s) blacklisted

Malware / trojan infections

Phishing / targeted malicious e-mails

Ransomware

Theft of laptops or mobile devices

Unauthorised access to information by external user

Unauthorised access to information by internal user

Unauthorised modification of information

Website defacement

Education and training Financial and insurance services

Health care and social assistance Information media and telecommunications

Professional, scientific and technical services Others

BDO / AusCERT Cyber Survey
Cyber security incidents experienced in 2016
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BDO / AusCERT Cyber Survey
Cyber security incidents expected in 2017

0% 2% 4% 6% 8% 10% 12% 14%

Data breach and third party provider / supplier

Data loss / theft of confidential information

Denial of service attack

Brute force attack

Email addresses or website(s) blacklisted

Malware / trojan infections

Phishing / targeted malicious e-mails

Ransomware

Theft of laptops or mobile devices

Unauthorised access to information by external user

Unauthorised access to information by internal user

Unauthorised modification of information

Website defacement
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BDO / AusCERT Cyber Survey
Cyber security incidents comparison

22.5% 17.5% 12.5% 7.5% 2.5% 2.5% 7.5% 12.5% 17.5% 22.5%

Data breach and third party provider / supplier

Data loss / theft of confidential information

Denial of service attack

Brute force attack

Email addresses or website(s) blacklisted

Malware / trojan infections

Phishing / targeted malicious e-mails

Ransomware

Theft of laptops or mobile devices

Unauthorised access to information by external user

Unauthorised access to information by internal user

Unauthorised modification of information

Website defacement

Next financial year � Last financial year



16

BDO / AusCERT Cyber Survey
Cyber security incidents comparison

22.5% 17.5% 12.5% 7.5% 2.5% 2.5% 7.5% 12.5% 17.5% 22.5%

Data breach and third party provider / supplier

Data loss / theft of confidential information

Denial of service attack

Brute force attack

Email addresses or website(s) blacklisted

Malware / trojan infections

Phishing / targeted malicious e-mails

Ransomware

Theft of laptops or mobile devices

Unauthorised access to information by external user

Unauthorised access to information by internal user

Unauthorised modification of information

Website defacement

Next financial year � Last financial year
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BDO / AusCERT Cyber Survey
Likely source of Cyber security Incidents

Suppliers / 
business partners

4%

Customers
4%

Competitors
6%

Former employees
8%

Foreign 
Governments / 
Nation States

10%

Third party hosting 
provider

10%
Activists

12%

Insiders / current 
employees

13%

Cyber criminals / 
organised crime

33%
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BDO / AusCERT Cyber Survey
Cyber security awareness programs reduce incidents overall



BDO / AusCERT Cyber Survey
Security Operations Centres reduce incidents by ~80%
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BDO / AusCERT Cyber Survey
Usage of intelligence sharing networks
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BDO / AusCERT Cyber Survey
Only 28% of respondents have cyber insurance cover
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Data Breach case study – Red Cross 

Sept ‘16: Donor 

information 

accessible 

via website

25 Oct ’16: Troy Hunt contact 

AusCERT who then notifies Red 

Cross

24 Oct ’16: Data set discovered by 

anonymous source and notified 

Troy Hunt

26 Oct ’16: Red Cross learns of 

file containing donor 

information

14 Nov ’16: Forensic 

investigation concludes,  only 

one person accessed the file 

28 Oct ’16: Red Cross chief 

executive Shelly Park 

makes public statement 



Data Breach case study – Target
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27 November  - 15 

December ‘13: Malware 

installed to infect Target’s 

POS system - personal 

information of customers 

are exposed to fraud

14 December ’13: 

Target hires Verizon to 

investigate the hack

13 December ’13:

Department of Justice 

notifies Target of the 

breach

15 December ’13: Target 

removes malware from 

“virtually all” registers in U.S. 

stores

19 December ’13: Target 

publicly acknowledges the 

breach

18 December ’13: Data and 

security blog 

KrebOnSecurity reports the 

data breach

20 December ’13: Target says 

they believe few credit cards 

were compromised, offer 

customers 10% discount in 

store



Data Breach case study – Target

24

23 December ’13: Target’s 

general counsel, Tim Baer, 

hosts 30-minute 

conference call with state 

attorneys general 

10 January ’14: Target 

says an additional 70m 

customers had data 

stole

27 December ’13: Ongoing 

investigation finds that 

encrypted debit card PIN 

information was accessed 

during the breach – Target 

believes the PIN numbers 

remain secure

22 January ’14: Target lays off 

475 employees at its 

headquarters and leaves 

another 700 positions unfilled

18 February ’14: Costs 

associated with the data 

breach topped $200m, 

according to report from the 

Consumer Bankers Association 

and Credit Union National 

Association

4 February ’14: Target CFO 

John Mulligan testifies 

before the U.S. Senate 

Judiciary Committee

30 April ’14: Target says it 

has committed $100m to 

update technology

5 May ’14: Bob DeRodes

takes over as Target’s CIO. 

Target CEO Gregg Steinhafel

resigns.
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Cyber Risk mitigation strategies
How you can become more cyber resilient

• Know the value of your data / assets  

• Know where your data / assets are 

• Know who has access to it

• Know who is responsible for protecting it 

• Know how well it is protected 

• Know if the level of protection is within your risk appetite

• Know what to do when you are breached



Questions 
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Need more information?

Leon Fouche
leon.fouche@bdo.com.au
+61 434 223 217

Download survey report:
http://bdoaus.co/2gJ5aQu


